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Anexo II

FEDERAL CLOUD 
COMPUTING STRATEGY

Vwek Kundra U.S. Chief  Information Officer
FEBRUARY 8, 2 011

EXECUTIVE SUMMARY

The Federal Government’s current Information Technology (IT) envi-
ronment is characterized by low asset utilization, a fragmented demand for 
resources, duplicative systems, environments which are difficult to manage, 
and long procurement lead ti mes. These inefficiencies negatively impact 
the Federal Government’s ability to serve the American public.

Cloud computing has the potential to play a major part in addressing these 
in efficiencies and improving government service delivery. The cloud compu-
ting model can significantly help agencies grappling with the need to provide 
highly reliable, innovative services quickly despite resource constraints.

Commercial service providers are expanding their available cloud offerings 
to include the entire traditional IT stack of  hardware and software infrastruc-
ture, midd leware platforms, application system components,  software servi-
ces, and turnkey applications.The private sector has taken advantage of  these 
technologies to improve resource utilization, increase service responsiveness, 
and accrue meaningful benefits in efficiency, agility, and innovation. Similarly, 
for the Federal Government, cloud computing holds tremendous potential to 
deliver public value by increasing operatio nal efficiency and responding faster 
to constituent needs.

An estimated $20 billion of  the Federal Government’s $80 billion in IT 
spending is a potential target for migration to cloud computing solutions 
(Appendix 1).1
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160 ANEXO ii

Figure 1: Estimated portion of  Federal IT sp

Total IT Spending 	Potential
Spending on Cloud Computing

To harness  the benefits of   cloud computing,  we have instituted  a 
Cloud  First policy. This  policy is intended  to accelerate  the pace at which 
the government  will realize the value of  cloud computing  by requiring  
agencies to evaluate safe, secure cloud computing options before making 
any new investments.

By leveraging shared  infrastructure and  economies  of   scale, cloud 
computing presents a compelling  business model for Federal leadership.  
Organizations will be able to measure and pay for only the IT resources 
they consume, increase or decrease their usage to match requirements and 
budget constraints, and leverage the shared underlying capacity of  IT re-
sources via a network. Resources needed to support mis sion critical capa-
bilities can be provisioned more rapidly and with minimal overhead and 
routine provider interaction.

Cloud computing  can be implemented using a variety of  deployment  
models - private, community, public, or a hybrid combination.

Cloud  computing  offers the  government  an  opportunity to be more  efficient,
agile, and innovative through  more effective use of  IT investments, and 

by applying innovations developed in the private sector. If  an agency wants 
to launch a new inno vative program, it can quickly do so by leveraging 
cloud infrastructure without having to acquire significant hardware, lowe-
ring both time and cost barriers to deployment.
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161U.S. Federal Cloud Computing Strategy

This Federal Cloud Computing Strategy is designed to:
Articulate the benefits, considerations, and trade-offs of  cloud computing
Provide a decision framework and case examples to support agencies in 
migrating towards cloud computing
Highlight cloud computing implementation resources
 Identify Federal Government activities and roles and responsibilities for 
catalyzing cloud adoption

Following the publication of  this strategy, each agency will re-evaluate 
its technology sourcing strategy to include consideration and application of  
cloud computing solu tions as part of  the budget process. Consistent with 
the Cloud First policy, agencies will modify their IT portfolios to fully take 
advantage of  the benefits of  cloud compu ting in order to maximize capaci-
ty utilization, improve IT flexibility and responsive ness, and minimize cost.

 

 

Figure 2: Cloud benefits: Efficiency, Agility, Innovation
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162 ANEXO ii

I. UNLEASillNGTIIE POWER OF CLOUD

Cloud computing describes a broad movement to treat IT services as 
a com modity with the ability to dynamically increase or decrease capacity 
to match usage needs.By leveraging shared infrastructure and economies 
of  scale, cloud computing presents Federal leadership with a compelling 
business model.It allows users to control the computing  services they access, 
while sharing the investment in the underlying IT resources among consu-
mers.When the computing resources are provided by another organization 
over a wide-area network, cloud computing is similar to an electric power 
utility.The providers benefit from economies of  scale, which in turn  enables 
them to lower individual usage costs and centralize infrastructure costs.Users 
pay for what they consume, can increase or decrease their usage, and leve-
rage the shared un derlying resources.With a cloud computing approach, 
a cloud customer can spend less time managing complex IT resources and 
more time investing in core mission work.

1. Defining cloud computing

Cloud computing is defined by the National Institute of  Standards and 
Tech nology (NIST)2 as “a model for enabling convenient, on-demand 
network access to a shared pool of  configurable computing resources (e.g., 
networks, servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or service provi-
der interaction.”3 NIST has identified five essential characteristics of  cloud 
computing: on-demand  service, broad network access, resou rce pooling, 
rapid elasticity, and measured service.

Cloud computing is defined to have several deployment models, each of  
which provides distinct trade-oft’s for agencies which are migrating applications 
to a cloud environment. NIST defines the cloud deployment models as follows:

Private cloud. The cloud infrastructure is operated solely for an organization.lt 
may be managed by the organization or a third party and may exist on premise 
or off  premise.
Community cloud. The cloud infrastructure is shared by several organizations 
and supports a specific community that has shared concerns (e.g., mission, se-
curity requirements, policy, and compliance considerations).lt may be managed 
by the organizations or a third party and may exist on premise or off  premise.
Public cloud.The cloud infrastructure is made available to the general public or 
a large industry group and is owned by an organization selling cloud services. 
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163U.S. Federal Cloud Computing Strategy

Hybrid cloud. The cloud infrastructure is a composition of  two or more clouds 
(private, community, or public) that remain unique entities but are bound to-
gether by standardized or proprietary technology that enables data and appli-
cation por tability (e.g., cloud bursting for load-balancing between clouds).

Cloud computing can also categorized into service models. These are 
defined by NISTto be:

 
Cloud Software as a Service (SaaS). The capability provided to the consumer is 
to use the provider’s applications running on a cloud infrastructure. The appli-
cations are accessible from various client devices through a thin client interface 
such as a web browser  (e.g., web-based email).The consumer does not mana-
ge or control the underlying cloud infrastructure including network, se:rvers, 
operating systems, storage, or even individual application capabilities, with the 
possible exception of  limited user-specific application configuration settings.
Cloud Platform as a Service (PaaS).The capability provided to the consumer is 
the ability to deploy onto the cloud infrastructure consumer-created or acqui-
red applications created using programming languages and tools supported  by 
the provider. The consumer does not manage or control the underlying cloud 
infras tructure including network, se:rvers, operating systems, or storage, but 
has control over the deployed applications and possibly application hosting en-
vironment con figurations.
Cloud Infrastructure as a Service (laaS). The capability provided to the con-
sumer is to provision processing, storage, networks, and other fundamental 
computing resources where the consumer is able to deploy and run arbitrary 
software, which can include operating systems and applications. The consumer 
does not manage or control the underlying cloud infrastructure but has control 
over operating sys tems, storage, deployed applications, and possibly limited 
control of  select networ king components (e.g., host firewalls).

2. Cloud  is a fundamental shiff  in it

Cloud computing enables IT systems to be scalable and elastic. End 
users do not need to determine their exact computing resource requirements 
upfront.Instead, they provision computing resources as required, on-demand. 
Using cloud computing services, a Federal agency does not need to own data 
center infrastructure to launch a capability that serves millions of  users.

3. Cloud  computing can significantly improve public sector it

A number of  government agencies are adopting cloud technologies and 
are reali zing considerable benefits. For instance, NASA Nebula,5 through a 
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164 ANEXO ii

community cloud, gives researchers  access to IT services relatively inexpen-
sively in minutes. Prior to adopting this approach, it would take researchers 
months to procure and configure comparable IT resources and significant 
management oversight to monitor and up grade systems. Applying cloud te-
chnologies across the entire Federal Government can yield tremendous bene-
fits in efficiency, agility, and innovation. These benefits are described below.

 
Efficiency improvements will shift resources towards higher-value activities
In FY2010, approximately thirty cents of  every dollar invested in Federal 

IT was spent on data center infrastructure.6 Unfortunately, only a fraction 
of  this investment delivers real, measurable impact for American citizens. By 
using the cloud computing model for IT services, we will be able to reduce 
our data center infrastructure expen diture by approximately 30%7 (which 
contributes to the estimated $20 billion of  IT spending that could be migra-
ted to cloud computing solutions).Similar efficiency im provements will be 
seen in software applications and end-user support.These savings can be used 
to increase capacity or be reinvested in agency missions, including citizen fa-
cing services and inventing and deploying new innovations. Cloud computing 
can allow IT organizations to simplify, as they no longer have to maintain 
complex, hete rogeneous technology environments. Focus will shift from the 
technology itself  to the core competencies and mission of  the agency.

Assets will be better  utilized

Across the public and private sectors, data center infrastructure investments 
are not utilized to their fullest potential. For example, according to a recent sur-
vey, many agencies are not fully utilizing their available storage capacity and 
are utilizing less than 30% of  their available server capacity.8 Low utilization is 
not necessarily a conse quence of  poor management, but, instead, a result of  
the need to ensure that there is reserve capacity to meet periodic or unexpected 
demand for key functions.

With cloud computing, IT infrastructure resources are pooled and sha-
red acrosslarge numbers of  applications and organizations. Cloud compu-
ting can complement data center consolidation efforts by shifting workloads 
and applications to infrastruc tures owned and operated by third parties. 
Capacity can be provisioned to address the peak demand across a group of  
applications, rather than for a single application. When demand is aggrega-
ted in this fashion and properly managed, the peaks and troughs of  demand 
smooth out, providing a more consistent and manageable demand profile.
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165U.S. Federal Cloud Computing Strategy

As utilization is improved, more value is derived from the existing assets, 
reducing the need to continuously increase capacity. Fewer machines mean 
less spending on hardware, software, and operations maintenance, real esta-
te, and power consumption.

 Demand aggregation will reduce duplication

The shift to cloud computing can help to mitigate the fragmented data, 
applica tion, and infrastructure silo issues associated with federated organiza-
tional and fun ding models by focusing on IT services as a utility. IT services 
become candidates for more cost effective procurement and management,  
similar to  the model currently used for buildings and utility services.

Cloud computing has the potential to provide a more interoperable and por-
table environment for data and systems. With the appropriate standards, over 
time, organi zations may be able to move to common services and platforms.

Data center consolidation can be accelerated

In February 2010, we launched the Federal Data Center Consolidation 
Initiative (FDCCI) to consolidate the Federal Government’s fragmented 
data center environ ment. Through the FDCCI, agencies have formulated 
detailed consolidation plans and technical roadmaps to eliminate a mini-
mum of  800 data centers by 2015.9

Cloud computing can accelerate data center consolidation efforts by re-
ducing the number of  applications hosted within government-owned data 
centers. For those that continue to be owned and operated directly by Federal 
agencies (e.g., by imple menting private laaS clouds), environments will be 
more interoperable and portable, which will decrease data center consolida-
tion and integration costs because it reduces unnecessary heterogeneity and 
complexity in the IT environment.

IT will be simpler and more productive

Cloud computing also provides an indirect productivity benefit to all ser-
vices in the IT stack. For example, less effort will be required to stand up and 
develop software testing environments, enabling application development 
teams to integrate and test frequently in production-representative environ-
ments at a fraction of  the cost of  pro viding this infrastructure separately.
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166 ANEXO ii

Agility improvements will make services more responsive

The impact of  cloud computing will be far more than economic. Cloud 
compu ting will also allow agencies to improve services and respond to 
changing needs and regulations much more quickly.

 With traditional infrastructure, IT seiVice reliability is strongly depen-
dent upon an organization’s ability to predict  seiVice demand, which is not 
always possible. For example, the IT system used in the Car Allowance and 
Rebate System (CARS, more commonly known as “Cash-For-ClWlkers”) 
had numerous failures because the load was considerably higher than what 
its system could handle. The sponsor for “Cash for-Clunkers,” the National 
Highway Traffic Safety Administration (NHTSA) anti cipated a demand of  
250,000 transactions over a four month period, but within just 90 days, the 
system processed approximately 690,000 CARS transactions. Within three 
days of  the first dealer registrations, the system was overwhelmed, leading to 
numerous outages and seiVice disruptions. The $1 billion appropriated for 
the pro gram was nearly exhausted within one week and an additional $2 bi-
llion dollars was appropriated to triple the potential number of  transactions 
just nine days after the program began .NHTSA deployed a customized 
commercial application hosted in a traditional data center environment, but 
the CARS system presented a very good example of  an unpredictable sei-
Vice demand and a short development window that could have been more 
efficiently handled  using a cloud computing approach.Cloud computing 
will allow agencies to rapidly scale up to meet unpredictable demand thus 
minimizing similar disruptions. Notably, cloud computing also provides an 
important option for agencies in meeting short-term computing needs such 
as the one above; agencies need not invest in infrastructure in cases where 
service is needed for a limited period of  time.

Services will be more scalable

With a larger pool of  resources to draw from, individual  cloud services are 
un likely to encounter capacity constraints. As a result, government  services 
such as “Cash-for-ClWlkers” would be able to more rapidly increase capacity 
and avoid ser vice outages.Given appropriate  service level agreements and 
governance to ensure overall capacity is met, cloud computing will make the 
government’s IT investments less sensitive to the uncertainty in demand fore-
casts for individual programs, which frequently emerge rapidly in response to 
national program needs which cannot be foreseen in the early stages of  the 
Federal budget cycle.
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167U.S. Federal Cloud Computing Strategy

Innovation improvements will rapidly enhance service effectiveness

Cloud computing will not only make our IT services more efficient and 
agile, it will also serve as an enabler for innovation. Cloud computing allows 
the Federal Government to use its IT investments in a more innovative way 
and to more easily adopt innovations from the private sector. Cloud compu-
ting will also help our IT services  take advantage of  leading-edge technolo-
gies including devices such as tablet computers and smart phones.

IT innovation has transformed how the private sector operates and 
revolutioni zed the efficiency, convenience,  and effectiveness with which 
it serves its customers. In our everyday lives, we can track the status of  a 
shipment; order a pizza or a pair of  shoes; make travel, hotel, and restau-
rant reservations; and collaborate with friends and colleagues - all online, 
anytime, and anywhere. Yet, when it comes to dealing with the Federal Go-
vernment, we too often need to stand in line, hold on the phone, or mail in 
a paper form. For many reasons such as policy and other constraints, the 
Federal Government has not innovated as quickly as the private sector and 
has conse quently missed out on many of  the benefits offered through IT.

Encourage entrepreneurial culture by reducing risk

Cloud-based projects can be conceived, developed, and tested with sma-
ller initial investments than traditional IT investments. Rather than laboriously 
building data center capacity to support a new development environment, ca-
pacity can be provisio ned in small increments through cloud computing tech-
nologies. After the small initial investment is made, the project can be evaluated 
for additional investment or cance llation. Projects that show promise can gain 
valuable insights through the evaluation process .Less promising projects can be 
cancelled with minimal losses. This “start small” approach collectively reduces 
the risk associated with new application deve lopment. Reducing the minimum 
required investment size will also provide a more experimental development 
environment in which innovation can flourish.

II. DECISION FRAMEWORK FOR CLOUDMIGRATION

The broad scope and size of  the cloud transformation will require a 
meanin gful shift in how government organizations think of  IT. Organiza-
tions that previously thought of  IT as an investment in locally owned and 
operated applications, servers, and networks will now need to think of  IT in 
terms of  services, commoditized com puting resources, agile capacity provi-

Anexo 2.indd   167 26/06/13   15:22

                    www.juridicas.unam.mx
Este libro forma parte del acervo de la Biblioteca Jurídica Virtual del Instituto de Investigaciones Jurídicas de la UNAM 

http://biblio.juridicas.unam.mx

DR © 2013, Universidad Nacional Autónoma de México, 
Instituto de Investigaciones Jurídicas



168 ANEXO ii

sioning tools, and their enabling effect for Ame rican citizens.This new way 
of  thinking will have a broad impact across the entire IT service lifecycle 
-from capability inception through delivery and operations.

The following structured framework presents a strategic perspective for 
agencies in terms of  thinking about and planning for cloud migration.

Figure 3: Decision Framework for Cloud Migration
 

A broad set of  principles and considerations for each of  these three 
major migra tion steps is presented below Please refer to Section 3 for an 
illustration of  how these considerations can be applied, using Federal case 
study examples

1. Selecting services to move to tile  cloud

Successful organizations  carefully consider their broad IT portfolios 
and create roadmaps for cloud deployment and migration These  roadmaps 
prioritize services that have high expected value and high readiness to maxi-
mize benefits received and minimize delivery risk Defining exacdy which 
cloud services an organization intends to provide or consume is a funda-
mental initiation phase activity in developing an agency roadmap.

The chart shown below uses two dimensions to help plan cloud migra-
tions: Value and Retuliness. The Value dimension captures cloud benefits 
in the three areas dis cussed in Section 1 (i.e., efficiency, agility, and inno-

Anexo 2.indd   168 26/06/13   15:22

                    www.juridicas.unam.mx
Este libro forma parte del acervo de la Biblioteca Jurídica Virtual del Instituto de Investigaciones Jurídicas de la UNAM 

http://biblio.juridicas.unam.mx

DR © 2013, Universidad Nacional Autónoma de México, 
Instituto de Investigaciones Jurídicas



169U.S. Federal Cloud Computing Strategy

vation).The Readiness dimension broadly captures the ability for the IT 
service to move to the cloud in the near-term. Security, service and market 
characteristics, government readiness, and lifecycle stage are key considera-
tions. As shown below, services with relatively high value and readi ness are 
strong candidates to move to the cloud first.

 Figure 4: Selecting Services for Cloud Migration

The relative weight of  the value and readiness dimensions can be adjus-
ted to meet the individual needs of  agencies Some agencies may stress inno-
vation and secu rity while others may stress efficiency and government  readi-
ness However, the logic and structure of  the framework should be applicable 
for all agencies Described below are a number of  considerations for value 
and readiness that agencies may find helpful when completing this evaluation

Identify sources of value

As described in Section 1, cloud computing provides three primary sou-
rces of  business value: efficiency, agility, and innovation. Listed below are a 
number of  consi derations for each value category.

Agencies should feel free to stress one or more of  these sources of  value 
according to their individual needs and mission goals. For instance, some 
agencies may place a higher value on agility, while others may stress cost 
savings brought about by greater computing efficiency.
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170 ANEXO ii

Effidency: Efficiency gains can come in many forms, including higher 
compu ter resource utilization due to the employment of  contemporary 
virtualization tech nologies, and tools that extend the reach of  the system 
administrator, lowering labor costs. Efficiency improvements can often have 
a direct impact on ongoing bottom line costs. Further, the nature of  some 
costs will change from being capital investment in hardware and infrastruc-
ture (CapEx) to a pay-as-you go (OpEx) model with the cloud, depending on 
the cloud deployment model being used. Services that have relatively high 
per-user costs, have low utilization rates, are expensive to maintain and upgrade, 
or are fragmented should receive a relatively high priority for consideration.

Agility: Many cloud computing efforts support rapid automated provi-
sioning of  computing and storage resources. In this way, cloud computing 
approaches put IT agility in the hands of  users, and this can be a qualitative 
benefit. Existing services that require long lead times to upgrade or increase 
I decrease capacity should receive a relatively high priority for considera-
tion, and so should new or urgendy needed services to compress delivery 
timelines as much as possible. Services that are easy to upgrade, are not 
sensitive to demand fluctuations, or are unlikely to need upgrades in the 
long-term can receive a relatively low priority.

Innovation:Agencies can compare their current services to contemporary 
marketplace offerings, or look at their customer satisfaction scores, overall 
usage trends, and fimctionality to identifY the need for potential improve-
ments through innovation. Services that would most benefit fiom innovation 
should receive a relatively high priority.

Determine cloud readiness

It is not sufficient to consider only the potential value of  moving to cloud 
services. Agencies should make risk-based decisions which carefully consi-
der the readiness of  commercial or government providers to fulfill their Fe-
deral needs. These can be wide ranging, but likely will include: security re-
quirements, service and marketplace cha racteristics, application readiness, 
government readiness, and program’s stage in the technology  lifecycle. Si-
milar to the value estimation, agencies should be free to stress one or more 
of  these readiness considerations according to their individual needs.

Security Requirements: Federal Government IT programs have a wide range 
of  security requirements. Federal Information Security Management Act (FIS-
MA) re quirements include but are not limited to: compliance with Federal Infor-
mation Pro cessing Standards agency specific policies; Authorization  to Operate 
requirements; and vulnerability and security event monitoring, logging, and re-
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171U.S. Federal Cloud Computing Strategy

porting. It is essential that the decision to apply a specific cloud computing model 
to support mission capa bility considers these requirements. Agencies have the 
responsibility to ensure that a safe, secure cloud solution is available to provide a 
prospective IT service, and should carefully consider agency security needs across 
a number of  dimensions, including but not limited to:

Statutory compliance to laws, regulations, and agency requirements
Data characteristics to assess which fundamental protections an application’s 

data set requires
Privacy and ccmfidentiality to protect against accidental and nefarious ac-

cess to information.
Integrity to ensure data is authorized, complete, and accurate
Data controls and access policies to determine where data can be stored and 

who can access physical locations.
Governance to ensure that cloud computing service providers are suffi-

ciently transparent, have adequate security and management controls, and 
provide the information necessary for the agency to appropriately and inde-
pendently  assess and monitor  the efficacy of  those controls

For additional discussion and considerations regarding trust and security 
in the context of  cloud computing, please refer to the online NIST cloud 
computing resources.10

Service characteristics: Service characteristics can include service interope 
rability, availability, performance, performance measurement approaches, relia-
bility, scalability, portability, vendor reliability, and architectural compatibility.

Storing information in the cloud will require a technical mechallism to 
achieve compliance with records management  laws, policies and regula-
tions promulgated by both the National Archives and Records Administra-
tion  (NARA) and the General Services Administration (GSA).The cloud 
solution has to support relevant record safe guards and retrieval functions, 
even in the context of  a provider termination.

Depending on the organizational  missions supported by the cloud ca-
pability, Continuity of  Operations (COOP) can be a driving solution requi-
rement. The pur pose of  a COOP capability is to ensure that mission-essen-
tial functions continue to be available in times of  crisis or against a spectrum 
of  threats. Threats can include a wide range of  potential emergencies, in-
cluding localized acts of  nature, accidents, and technological and/or attack-
related emergencies.

The organization should consider scalability requirements concerning 
the ability of  the cloud solution architecture to either grow or shrink over 
time, with varying levels of  processing, storage, or service handling capabi-
lity. They should also consider both the impact on their business processes 
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172 ANEXO ii

if  network connectivity to their cloud provider fails, resulting in a loss of  IT 
capability, and the possibility (likelihood) of  this occurrence.

Requirements concerning administrative support should be included as 
well, co vering topics such as the daily hours of  prime support, problem 
escalation times, resolution of  recurring problems, and trouble ticket sub-
mission methods.

Market Characteristics: Agencies should consider the cloud market com
petitive landscape and maturity, including both fully commercial and 
government provided cloud services. Agencies can consider whether cloud 
markets are sufficiently competitive and are not dominated by a small number 
of  players. Agencies can consi der whether there is a demonstrated capability to 
move services from one provider to another, and whether there is a demonstra-
ted capability to distribute services between two or more providers in response 
to service quality and capacity. Agencies should consider the availability of  te-
chnical standards for cloud interfaces which reduce the risk of  vendor lock-in.

Network infrastructure, application and data readiness: Before migrating to the 
cloud agencies must ensure that the network infrastructure can support the 
demand for higher bandwidth and that there is sufficient redundancy for 
mission criti cal applications. Agencies should update their continuity of  
operations plans to reflect the increased importance of  a high-bandwidth 
connection to the Internet or service provider. Another key factor to assess 
when determining readiness for migration to the cloud is the suitability of  
the existing legacy application and data to either migrate to the cloud (i.e., 
rehost an application in a cloud environment) or be replaced by a cloud ser-
vice (i.e., retire the legacy system and replace with commercial SaaS equi-
valent).If  the candidate application has clearly articulated and understood 
interfaces and busi ness rules, and has limited and simple coupling with 
other systems and databases, it is a good candidate along this dimension. If  
the application has years of  accumulated and poorly documented business 
rules embedded in code, and a proliferation of  subt le or poorly understood 
interdependencies with other systems, the risks of  “breakage” when the le-
gacy application is migrated or retired make this a less attractive choice for 
early cloud adoption.

Government  readiness: In addition, agencies should consider whether or not 
the applicable organization is pragmatically ready to migrate their service to 
the cloud. Government services which have capable and reliable managers, 
the ability to negotiate appropriate  SLAs, related technical experience, and 
supportive change management cultures should receive a relatively high prio-
rity. Government services which do not possess these characteristics but are 
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otherwise strong cloud candidates should take steps to alleviate any identified 
concerns as a matter of  priority.

Technology  lifecycle:  Agencies should also consider where technology ser 
vices (and the underlying computing assets) are in their lifecycle. Services 
that are nearing a technology refresh, approaching the conclusion of  their 
negotiated con tract, or are dependent upon inefficient legacy software or 
hardware should receive a relatively high priority. Technology services that 
were recently upgraded, locked within contract, and are based on leading-
edge technology may want to wait before migrating to the cloud.

2. PROVISIONING CWUD SERVICES EFFECITIVELY

To effectively provision selected IT services, agencies will need to rethink 
their processes as provisioning services rather than simply contracting assets. 
Contracts that previously focused on metrics such as number of  servers and 
network bandwidth now should focus on the quality of  service fulfillment.

 Organizations that are most successful in cloud service provisioning 
carefully think through a number of  factors, including:

Aggregate demand: When considering “commodity” and common IT ser 
vices, agencies should pool their purchasing power by aggregating demand 
to the greatest extent possible before migrating services to the cloud. Where 
appropriate, de mand should be aggregated at the departmental level and as 
part of  the government wide shared services initiatives such as government-
wide cloud-based email.

Integrate services: Agencies should ensure that the provided IT services are 
effectively integrated  into their wider application portfolio. In some cases, 
technical experts may be required to evaluate architectural compatibility 
of  the provided cloud service and other critical applications. Rather than 
a one-time event, this principle should be followed over time to guarantee 
that systems remain interoperable  as indi vidual IT services evolve within 
the portfolio. Business process change may similarly be required to properly 
integrate the systems (e.g., adjusting call center processes).

Contract effectively:  Agencies should also ensure that their contracts with 
cloud service providers set the service up for success. Agencies should mini-
mize the risk of  vendor lock-in, for instance, to ensure portability and encou-
rage competition among providers. Agencies should include explicit service 
level agreements (SLAs) for security, continuity of  operations, and service 
quality that meet their individual needs. Agencies should include a contrac-
tual clause enabling third parties to assess security controls of  cloud provi-
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ders. The SLA should specify the support steps that the consu mer can take 
when the service is failing to meet the terms specified in the agreement, and 
should include points-of-contact and escalation procedures. It is important 
to be precise in the definition of  metrics and specify when and where they 
will be collected. For example, performance is different when measured from 
the consumer or provider due to the network delays. Metrics should measure 
characteristics under the control of  the vendor. Finally, the SLA should des-
cribe a mutual management  process for the service levels, including periodic 
reporting requirements and meetings for manage ment assessments.

Realize value: Agencies should take steps during migration to ensure that 
they fully realize the expected value. From an efficiency standpoint, legacy 
applications and servers should be shut down and decommissioned or re-
purposed. Data center real estate used to support these systems should be 
closed down or used to support higher value-add activities. Where possible, 
staff  supporting these systems should be trained and re-deployed to higher-
value activities. From an agility and innovation standpoint, processes and 
capabilities may also need to be refined in order to fully capture the value 
of  the investment.

 
3. MANAGING  SERVICES RATHER THAN ASSETS

To be successful, agencies must manage cloud services differently than 
traditional IT assets. As with provisioning, cloud computing will require  a 
new way of  thinking to reflect a service-based focus rather than an asset-
based focus. Listed below are a few considerations for agencies to effectively 
manage their cloud services.

Shift mindset: Organizations need to re-orient the focus of  all parties in-
volved - providers, government agencies, and end users - to think of  services 
rather than assets.Organizations that successfully make this transition wi-
lleffectively manage the sys tem towards output metrics (e.g., SLAs) rather  
than input metrics (e.g., number of  servers).

Actively monitor: Agencies should actively track SLAs and hold vendors 
ac countable for failures. Agencies should stay ahead of  emerging security 
threats and ensure that their security outlook is constantly evolving faster 
than potential attacks. Agencies may also consider incorporating business 
user feedback into evaluation pro cesses. Finally, agencies should track usage 
rates to ensure charges do not exceed fun ded amounts.

It can be advantageous for a consumer to “instrument” key points on 
the network to measure performance of  cloud service providers. For exam-
ple, commercial tools can report back to a centralized data store on service 
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performance, and instrumen tation agents can be placed with participating 
consumers and at the entry point of  the service provider on the network. By 
gathering data across providers on the per formance of  pre-planned instru-
mented service calls throughout typical work periods, service managers can 
better judge where performance bottlenecks arise. Agencies should include 
requirements for service instrumentation where appropriate.

Re-evaluate periodically: Agencies should periodically re-evaluate the choi-
ce of  service and vendor to ensure that efficiency, agility, and innovation are 
maximized. Agencies should ensure portability and hold competitive bids 
for cloud services at re gular intervals. Agencies should also consider incre-
asing the scope of  cloud-provided services as markets mature (e.g., moving 
from IaaS solutions to PaaS and SaaS solu tions).Opportunities to consoli-
date and standardize solutions between agencies should be periodically eva-
luated as well, particularly for “commodity” services.To effectively conduct 
re-evaluations, agencies should maintain awareness of  changes in the tech 
nology landscape, in particular, the readiness of  new cloud technologies, 
commercial innovation, and new cloud vendors.

III. CASE EXAMPLES TO ILLUSTRATE FRAMEWORK

Many Federal agencies have already taken their first steps towards cloud 
compu ting. In each case, the agency achieved considerable benefits to effi-
ciency, agility, or innovation in support of  its unique mission. The following 
case studies illustrate how these Federal agencies successfully migrated 
toward cloud services consistent with the select I provision I manage fra-
mework outlined in Section 2.

1. Tailoring solution to protect securtiy and maximize value

In 2008, the Army Experience Center (AEC) realized that it needed a 
new Cus tomer Relationship Management (CRM) system to track personal 
and electronic en gagements with prospects and help recruiting staff  mana-
ge the recruitment process.

After considering several options including upgrading their 10-year-old 
legacy proprietary data system, the Army chose a customized version of  a 
commercially available SaaS solution. This solution met their unique securi-
ty needs, fulfilled all of  their functionality requirements, and was delivered at 
a fraction of  the time and expense required to upgrade their legacy system.

The Army followed many of  the key factors outlined in Section 2 when 
migrating toward their cloud solution:
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Selecting a cloud solution

The Army placed a very high priority on security when considering its 
CRM solution. Before choosing a cloud solution, the AEC carefully weig-
hed the sources of  value and readiness of  potential solutions.

EfficieDCf: The AEC compared the cost of  upgrading their existing sys-
tem to configuring a new SaaS solution. Initial bids to upgrade the exis-
ting system, ARISS, which relied on traditional infrastructure, ranged from 
$500,000 to over $1 million. Initial pilots of  the SaaS solution cost as little as 
$54,000, just over 10% of  the mini mum cost of  an ARISS system upgrade.

Agility: The AEC also considered the time required to deploy the sys-
tem. Des pite regular upgrades over the years, it was infeasible to modify 
ARISS to meet the Army Experience Center’s requirements. The SaaS so-
lution could be provisioned in a fraction of  the time required to upgrade the 
ARISS system. The SaaS solution was also more scalable and would be far 
easier to upgrade over time.

Innovation: The SaaS solution integrated direcdy with e-mail and Face-
book, allowing recruiters to connect with participants more dynamically 
after they left the AEC. Army recruiters could also access information from 
anywhere. These advan cements would have been very cosdy and time-con-
suming to achieve with ARISS system upgrades .In effect, the SaaS solution 
allowed the AEC to take advantage of  the cloud vendor’s innovation engine 
without owning or managing heavy IT assets.

Security: The AEC ensured the cloud solution would be sufficiently se-
cure. The SaaS solution was flexible and could be configured to securely 
manage access, sovereignty, and data retention requirements.

Market availability: The SaaS solution was able to meet all of  the AEC’s 
requirements including the ability to track AEC visitor and engagement 
data, com patibility with handheld  devices, and real-time integration with 
marketing and re cruitment data.

Government readiness: The AEC ensured that it was both capable and ready 
to migrate their services to the cloud. The AEC had experience implementing 
new technologies, had a culture that supported experimentation and impro-
vement, and possessed the skills and capacity to manage the transition well.

Technology lifecycle: The AEC also evaluated the lifecycle of  its legacy so 
lution. The legacy ARISS system was more than 10 years old in 2008 and 
was not burdened by contract lock-down.
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Provisioning IT services

During provisioning, the AEC took an approach which was distinctly 
different from the Army’s former approach with ARISS. This approach re-
flected the service based rather than asset-based nature of  the cloud service.

Integrate services: As the Army transferred its recruitment system to the 
cloud,it carefully engineered its relationship with the vendor to ensure a 
successful migration.

Realize value:With the cloud-based solution, the AEC has been able to 
handle the workload of  five traditional  recruitment centers. The system 
has also resulted in dramatically  reduced hardware costs and IT staff  costs. 
The Army has deconunissio ned, or re-purposed for other systems, all hard-
ware  related to the legacy ARISS sys tem. Its people have been spending 
more time on more rewarding and higher-value activities, shifting time from 
filing reports to engaging with potential recruits.

2. Provisioning mensure competitiveness and captijre value

USDA recently launched a broad initiative to modernize and streamline 
USDA’s IT infrastructure. As part of  this initiative, USDA aimed to consolida-
te 21 fragmented e-mail systems and improve the productivity of  its workers. 
Rather than continuing efforts to consolidate the fragmented environment inter-
nally, the USDA chose a pro ven cloud-based email solution to accelerate conso-
lidation and take advantage of  the latest communication and collaboration tools.

Effective provisioning was critical for the USDA to realize the value of  
cloud migration. Previously, the USDA had focused on contracting for its 21 
email systems. As a provisioner, the USDA needed to carefully aggregate de-
mand, ensure integration with downstream applications, reflect its priorities 
in its contracts, and retire legacy systems to capture value.

The USDA followed many of  the key factors outlined in Section 2 when 
migrating toward their cloud solution:

The USDA carefully evaluated the sources of  value and service readiness 
before choosing the cloud-based solution:

Efficiency: Financially, the motivation to move to cloud was compelling. Eli 
minating the 21 fragmented  e-mail systems would drastically reduce dupli-
cation, not only with software and hardware assets, but also by reducing the 
number of  system interfaces that need to be maintained on a regular basis. 
USDA estimates that the cloud solution will save up to $6 million per year, 
to include ongoing costs for hard ware refreshment and software upgrades.

Agility: Consolidating and upgrading their fragmented traditional envi-
ronment would have taken years to complete. With the cloud solution, USDA 
was able to ac cess the cloud provider’s existing capacity to accommodate its 
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120,000 users. Migra tion would require months rather than years. Once 
complete, the solution would be more scalable to the needs of  USDA.

Innovation: The cloud solution allowed USDA to make the latest 
communication and collaboration tools available to its workers including 
SharePoint, Office Communications,  and Live Meeting online services. In 
addition, USDA was able to incorporate e-discovery and archive features.

Market availability: The functionality offered by the cloud solution met 
the needs of  USDA. The cloud provider also had experience hosting very 
large email systems, including 300,000 users from a large private sector 
client. Cloud-provided e-mail is a vibrant, competitive market with several 
capable market incumbents.

Government readiness: Senior leadership was actively involved and highly 
motivated to improve the efficiency and quality of  the email services. The 
USDA CIO was personally involved in many of  the decisions. The broader 
transformation program also provided valuable delivery resources to execu-
te the migration.

Technology lifecycle: The 21 email systems were approaching the end of  
their usable lifecycle and were not burdened by inflexible contracts.

Provisioning IT services

USDA´s provisioning approach reflected a service-based mindset rather 
than a asset-bassed mindsed.

Aggregate demand: USDA implemented their cloud email solution on an 
agency-wide level. This approach  maximized benefits and addressed their 
primary, fundamental concern - fragmented  email systems. The approach 
also allowed USDA to take fulladvantage of  the momentum created by the 
broader transformation agenda.

 Integrate serrices: An auxiliary contract was awarded to a systems integra 
tor to ensure the e-mail system was properly integrated with the various 
interfacing USDA systems. Seven hundred applications reliant upon email 
were analyzed-only four had to be recoded to maintain operations.

Contract effectively:  USDA benchmarked their cloud provider against the 
industry to ensure competitive market rates. USDA also embedded explicit 
SLAs into the contract, according to its mission needs.

Realize value: Previously used IT assets are on track to be decommissioned 
and/or  re-deployed as part of  the wider IT modernization strategy. Indivi-
duals for merly working on email have been reassigned to higher-value projects 
and activities, with some continuing to coordinate service delivery of  email.
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Managing cloud services

USDA has revised its management approach to reflect a service-based 
rather than asset-based mindset.

Build new management skills: USDA built up its contract management and 
performance management capabilities to support the new cloud environ-
ment. USDA also relied on a system integrator to temporarily provide the 
skills and expertise to successfully complete  the migration.

Active monitoring: USDA will continuously  monitor the SLAs outlined in 
their cloud service contract. This includes security issues such as domestic 
storage of  data and performance metrics such as minimum uptime, reco-
very speed, and band width latency.

3. Re-defining it from an asset to a service

The Defense Information Systems Agency (DISA) provides global infras-
tructure services to support US and coalition fighting forces. To better meet 
the needs of  de fense-related computing needs domestically and in the field, 
DISA decided to deploy its own Infrastructure-as-a-Service (IaaS) solution.

DISA´s Rapid Access Computing Enviroment (RACE) has redefined 
defense infrastructure from an asset management function to a service provi-
sioning function. Since the inception of  the cloud-based solution, hundreds of  
military applications in cluding command and control systems, convoy control 
systems, and satellite programs have been developed and tested on RACE.

DISA followed many of  the key factors outlined  in Section 2 when im-
plementing their cloud solution:

 
Selecting a cloud solution

DISA determined that a private IaaS solution would realize the desired 
improvements in efficiency, agility, and innovation while maintaining strict 
security controls.

Efficiency: RACE has been able to reach higher  utilization levels through 
cloud technologies than previously available via traditional infrastructure 
by aggregating demand and thus smoothing out peak loads. These impro-
vements in utilization divi de the costs of  provisioning and operating infras-
tructure among a broader group of  consumers.

Agility: Using traditional infrastructure, provisioning a dedicated server 
envi ronment required 3 to 6 weeks. With RACE, the time required to pro-
vision functional service space for users is now 24 hours.
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Security: RACE has built-in application separation controls so that all 
appli cations, databases, and web servers are separate from each other. 
DISA also has a strict cleansing process, to be used when an application 
needs to be removed from the RACE platform.

Managing cloud services

As DoD organizations obtain infrastructure through RACE, they are 
able to shift focus toward software design while interfacing with RACE staff  
through SLAs.

Shift mindset:RACE has actively encouraged a service-based mindset 
from its users. DISA created a self-service portal through which users can 
provision services in 50GB increments through a government credit card. 
Project and software designers have increasingly used RACE to meet their 
infrastructure needs rather than relying on custom infrastructure configurations.

Build new management skills:DISA built new capabilities to support 
their operations. On the supply side, a single operational manager is ultima-
tely responsible for meeting cost and performance metrics. A new demand 
manager has also been added to solicit, prioritize, and coordinate user needs 
for service improvements.

Actively monitor: DISA monitors and continuously improves a number of  
SLAs focused on service quality. Performance dashboards include average 
and maximum wait times for provisioning services in the field.

Re-evaluate periodically:Less than one year after launching the IaaS servi-
ce, DISA announced that it would provide private SaaS services, such as the 
Right Now installation for the Air Force.

 

IV. Catalyzing cloud adoption

As agencies develop plans to migrate se:rvices to cloud computing op-
tions, there are a number of  activities that Federal Government leadership 
can take to facilitate adoption and mitigate risk. Cloud computing “accele-
rators,” described below, can help improve the pace of  evaluating candidate 
seiVices and acquisitions.Government wide Certification and Accreditation 
(C&A) and security efforts at the Department of  Homeland Security (DHS) 
and NIST can help agencies efficiently acquire cloud computing capabili-
ties and mitigate threats. Procurement efforts can be streamlined through 
the use of  government-wide procurement vehicles and storefronts such as 
those found at Apps.gov. Further, NIST is driving a standards effort that is 
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focused on requirements to ensure security, interoperability, and portability 
among cloud service providers.

i. Leveraging  cloud computing accelerators

Cloud computing accelerators are resources available to agencies to ex-
pedite the process of  evaluating cloud candidates, acquiring the cloud capa-
bility, and mitigating risk.

Cloud computing business case templates and examples

The Federal CIO Council has developed cloud computing business ca-
ses and will continue to build this library to support agencies in their cloud 
computing decisions.

Agencies should seek out business cases of  similar scope or purpose to 
speed up the development of  their own cloud computing business cases (e.g., 
decision criteria for moving cloud email, cloud CRM, cloud storage).

Government cloud computing community and resources

Agencies should participate in government cloud computing working 
groups at NIST and GSA on topics such as standards, reference architectu-
re, taxonomy, securi ty, privacy and business use cases.12 Agencies can also 
leverage portals,such as NIST’s Collaboration site, which provides access to 
useful information for cloud adopters. More cloud computing resources are 
included in Appendix 2.

 Despite the resources discussed above, agencies may face a number of  
issues that can impede their ability to fully realize the benefits from a cloud 
computing approach. As in the case of  all technology advancement, these 
challenges will change over time, as the cloud computing marketplace evol-
ves.In the near-term, organizations within the Federal Government, inclu-
ding OMB, NIST, GSA, and DHS, have developed and continue to develop 
practical guidance on issues related to security, procurement, and standards 
and are establishing the governance foundation required to support delivery.

2. Ensuring A Secure, Trijs1wortiiy Environment

As the Federal Government moves to the cloud, it must be vigilant to 
ensure the security and proper management of  government information to 
protect the privacy of  citizens and national security.
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The transition to outsourced, cloud computing environment is in many 
ways an exercise in risk management. Risk management entails identifYing 
and assessing risk, and taking the steps to reduce it to an acceptable level. 
Throughout the system lifecy cle, risks that are identified must be carefully 
balanced against the security and privacy controls available and the expec-
ted benefits.Too many controls can be inefficient and ineffective. Federal 
agencies and organizations should work to ensure an appropriate balance 
between the number and strength of  controls and the risks associated with 
cloud computing solutions.

The Federal Government willcreate a transparent security environ-
ment between cloud providers and cloud consumers. The environment will 
move us to a level where the Federal Government’s understanding and abi-
lity to assess its security posture will be superior to what is provided within 
agencies today. The first step in this process was the 2010 Federal Risk and 
Authorization Management Program (FedRAMP). FedRAMP defined re-
quirements for cloud computing security controls, including vul nerability 
scanning, and incident monitoring, logging and reporting.l4 hnplementing 
these controls will improve confidence and encourage trust in the cloud 
computing environment.

To strengthen security from an operational perspective, DHS will prio-
ritize  a list of  top security threats every 6 months or as needed, and work 
with a government wide team of  security experts to ensure that proper secu-
rity controls and measures are implemented to mitigate these threats.

NIST will issue technical security guidance,15 such as that focused on 
continuous monitoring for cloud computing solutions, consistent with the six 
step Risk Management Framework (Special Publication 800-37, Revision 1). 

Figure 5: NIST Risk Management Framework
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Agencies assessing risk in the context of  cloud computing should consi-
der both the potential security benefits and potential vulnerabilities.

Potential security benefits of  using cloud computing services include: 

the ability to focus resources on areas of  high concern as more general 
security services are assumed by the cloud provider potential platform 
strength resulting from greater uniformity and homogeneity, and result-
ing improved information assurance, security response, system mana 
gement, reliability, and maintainability improved resource availabili-
ty through  scalability, redundancy and disaster recovery capabilities; 
mproved  resilience to unanticipated service demands improved backup 
and recovery capabilities, policies, procedures  and consistency abili-
ty to leverage alternate cloud services to improve the overall security 
posture,including that of  traditional data centers.

Agencies should also weigh the additional  potential vulnerabilities associated with 
various cloud computing service and deployment models, such as:

 the inherent system complexity or a cloud computing enviroment, an the 
dependency on the correctness of  these components and the interactions 
among them 

the dependency on the service  provider  to maintain logical  separation in a multi-
tenant enviroment (n.b., not unique to the cloud computing model)

the need to ensure that the organization retains an appropriate level of  control to obtain 
situational awareness, weigh alternatives, set priorities, and effect changes in 
security and privacy that are in the best interest of  the organization

Key security considerations include the need to:
carefully  define  security and  privacy  requirements during the initial planning 

stage at the start of  the systems development life cycle
determine the extent to which negotiated service  agreements are re· quired to satisfy 

security requirements; and the alternatives of  using negotiated service agree-
ments or cloud computing deployment models which offer greater oversight 
and control over security and privacy

assess the extent to which the server and client-side computiag environment meets 
organizational security and privacy requirements

contiaue  to  maintain security management practices, controls, and accounta-
bility over the privacy and security of  data and applications

In the short and long-term, these actions will continue to improve our 
confidence in the use of  cloud services by helping to mitigate security risks.
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3. Streamilning procurement processes

Currendy, the government often purchases commodities in a fragmented 
non-ag gregated fashion, operating more like a federation of  small businesses 
than an $80 bi llion enterprise. To improve readiness for cloud computing, 
the Federal Government will facilitate an “approve once and use often” ap-
proach to streamline the approval process for cloud service providers. For 
instance, a government-wide risk and authori zation program for IaaS so-
lutions will allow agencies to rely on existing authorizations so only additio-
nal, agency-specific requirements will need to be authorized separately. T 
he GSA’s IaaS contract award is an example of  this “approve once and use 
often” approach. It offers 12 approved cloud vendors to provide agencies with 
cloud storage, virtual machines, and web hosting services. Approaches such 
as this will eliminate unnecessary cost and delivery delays associated with du-
plication of  effort.

As the number of  government cloud providers increases, GSA will pro-
vide comparison tools to transparendy  compare cloud providers side-by-
side. These tools will allow agencies to quickly and effectively select the best 
offering for their unique needs. Examples include Apps.gov, which provi-
des a centralized storefront where agencies can easily browse and compa-
re cloud SaaS and IaaS offerings from previous Multiple Award Schedule 
(MAS) 70 contract  holders. Tools such as these will reduce the bur den on 
agencies to conduct their own RFP processes and will concentrate inves-
tments in the highest-performing cloud providers.

Furthermore, GSA will establish contract vehicles for government-wide 
commo dity services (e.g., email).These contract vehicles will reduce the burden 
on agencies for the most common IT seiVices.GSA will also create working 
groups to support commodity seiVice migration. These working groups will de-
velop technical require ments for shared  seiVices to reduce the analytical bur-
den on individual government agencies. For example, the SaaS E-mail working 
group established in]Wle 2010 is synthesizing requirements for government-
wide e-mail seiVices. Working groups will also create business case templates 
for agencies that are considering transitioning to cloud technologies.

Federal Government contracts will also provide riders for state and local 
governments. These riders will allow all of  these governments to realize the 
same pro curement advantages of  the Federal Government. Increasing mem-
bership in cloud seiVices will further drive innovation and cost efficiency by 
increasing market size and creating larger efficiencies-of-scale.
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4. Establishing cloud computing standards

Standards will be critical for the successful adoption and delivery of  
cloud com puting, both within the public sector and more broadly. Standards 
encourage compe tition by making applications portable across providers, 
allowing Federal agencies to shift services between providers to take advanta-
ge of  cost efficiency improvements or innovative new product functionality. 
Standards are also critical to ensure clouds have an interoperable platform so 
that seiVices provided by different  providers can work together, regardless 
of  whether they are provided using public, private, community, or a hybrid 
delivery model.

NIST will play a central role in defining standards, and collaborating 
with Agen cy CIOs, private sector experts, and international bodies to iden-
tify, prioritize, and reach consensus on standardization priorities.17 In 2010, 
NIST conducted engage ment workshops to identify and prioritize needs 
.Going forward, NIST  will generate, assess, and revise a cloud computing 
roadmap on a periodic basis. This roadmap will coordinate cloud efforts 
across stakeholders.

NIST will maintain  a leadership role in prioritizing, developing, evol-
ving and refining standards over time as the collective requirements for stan-
dards evolve in res ponse to operationally driven innovation and technology 
evolution. NIST has already helped to establish broadly adopted definitions 
for the four commonly recognized cloud deployment models (i.e., private, 
public, hybrid, and community) and three service models .e., Infrastructure 
as a Service, Platform as a Service, and Software as a Service), as discus-
sed in Section l.However, these definitions need to be expanded to more 
comprehensively define a reference architecture and taxonomy to provide a 
common frame of  reference for communication. NIST is currently working 
with in dustry and other cloud computing stakeholders to define a neutral 
reference architec ture that is not tied to a specific set of  vendor solutions 
or products or constrained in such a way that it will inhibit innovation. As 
cloud providers create new solutions, this reference architecture will serve as the 
basis for an “apples to apples” comparison of  cloud computing services.This 
will help agencies to understand how various services fit together. Similarly, 
NIST will need to expand these definitions as new deployment models arise.

NIST will work with agencies to define a set of  “target” business use 
cases that pose the greatest challenges by risks, concerns, or constraints. 
NIST will help to iden tify operationally driven priorities for cloud compu-
ting standards and guidance by working with Federal agencies and other 
stakeholders to define a set of  mission driven scenarios for cloud computing 
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implementation and operations .These will be used to focus and help to 
translate mission requirements into technical portability, interope rability, 
reliability, maintainability and security requirements .For example, a bu-
siness use case may reflect the migration of  patent application software to 
cloud IaaS. Once identified, NIST will work with agencies and industry to 
model, using a vendor neu tral reference architecture and taxonomy as a 
frame of  reference, various options for addressing these challenges .Ultima-
tely, this research will result in the definition of  new standards, guidance, 
and technology requirements. 

NIST will continue to execute the tactical Standards Acceleration to 
Jurnpstart Adoption of  Cloud Computing (SAJACC) project, which plays a 
role in validating key cloud specifications and sharing information, in order 
to build confidence in cloud computing technology before formalized stan-
dards are available. To date, SAJACC has defined 24 generic technical use 
cases that can be used to validate key interopera bility, security, and portabi-
lity requirements. One example is the ability to move data in to and out of  
a cloud provider’s environment, and to verify that data is adequately dele-
ted when removed using commonly available interfaces defined by industry. 
SAJACC will support industry in moving forward with standardization in 
parallel with the formal consensus based standards organizations’ processes.

5. Recognizing the international dimensions of cloud computing

The growth of  any new technology presents two fundamental dyna-
mics: (1) the power to transform and (2) the need to examine existing pa-
radigms in that same field. Cloud computing has brought to the forefront 
several international policy issues that need to be addressed over the next 
decade as cloud computing matures.Issues to con sider include:

Data sovereignty, data in motion, and data access:How do countries strike the 
proper balance between privacy, security and intellectual property of  national 
data? Are there needs for international cloud computing legal, regulatory, or 
governance frameworks?
Cloud computing codes of  conducts for national governments, industry, and 
non governmental organizations
Data interoperability and portability in domestic and international settings
Ensuring global harmonization of  cloud computing standards

6. Laying a solid governance foundation

This strategy is the first step in the process of  migrating towards cloud 
techno logies, both within the public and private sector. The Federal Gover-
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nment  will play a vital role throughout this process to identify and resolve 
cloud issues of  national importance. As issues are increasingly resolved, the 
Federal Government will re-focus its priorities towards more pressing issues.

To effectively manage these governance issues in the long-term, the Fe-
deral Go vernment needs to lay a stable governance foundation that will 
outlast single indivi duals or administrations. To the best extent possible, 
individuals or committees should have explicitly defined roles, non-overlap-
ping  responsibilities, and a clear decision making hierarchy. These steps will 
empower the government for action, minimize unnecessary bureaucracy, 
and ensure accountability for results.

The following bodies will therefore  have these roles and responsibilities:
.National Institute if  Standards and Technology (.NIST) will lead and collabo-

rate with Fe deral, State, and local government agency CIOs, private sector 
experts, and inter national bodies to identify and prioritize cloud computing 
standards and guidance

General Service Administration (GSA) will devdop government-wide procu-
rement vehicles and develop government-wide and cloud-based application 
solutions where needed 

Department of  Homeland Security (DHS) will monitor operational security 
issues rela ted to the cloud

 Agencies will be responsible for evaluating their sourcing strategies to 
fully consider cloud computing solutions

Federal CIO Council will drive government-wide adoption of  cloud, identify 
next generation cloud technologies, and share best practices and reusable exam-
ple analyses and templates

The Office of  Management and Budget (OMB)  will coordinate activities 
across governance bodies, set overall cloud-related priorities, and provide 
guidance to agencies

V. CONCLUSION

Cheaper processors, faster networks, and the rise of  mobile devices are 
drivingin novation faster than ever before.Cloud computing is a manifes-
tation and core enabler of  this transformation. Just as the Internet has led 
to the creation of  new business models unfathomable 20 years ago, cloud 
computing  will disrupt and reshape entire industries in unforeseen ways. To 
paraphrase Sir Arthur Eddington - the physicist who confirmed Einstein’s 
Themy   rif  General  Re/atWi.!y - cloud computing will not just be more 
innovative than we imagine; it will be more innovative than we can imagine.
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IDC predicted that by this year, the digital universe would be 10 times 
the size it was in 2006 -that is, nine times more digital content would be 
created within five years than all of  history before.19 This explosion of  
data, combined with the mo bilization of  digital access, portends major im-
provements in on-the-go intelligence. Examples of  transformative changes 
exist across all government agencies and it is the responsibility of  those in 
government to be in the forefront of  bringing these innova tive services to 
the American people. It is very easy to envision new services such as per-
sonalized flu outbreak warnings for expectant mothers and real-time traffic 
advisories performed by Federal and local governments.

Cloud computing will enable a fundamental shift in how we serve the 
American people. Citizens empowered to see their homes’ electricity use in 
real-time will be able to make more intelligent conswnption choices. Citi-
zens able to access their health records electronically will be able to easily 
share them with doctors and providers, and thus improve their healthcare. 
Citizens able to create and share performance dash boards will be able to 
shine a light on the government’s performance as easily as they create and 
share YouTube videos today.

Our responsibility in government is to achieve the significant cost, agi-
lity and in novation benefits of  cloud computing as quickly as possible.T he 
strategy and actions described in this paper are the means for us to get star-
ted immediately. Given that each agency has unique mission needs, security 
requirements, and IT landscape, we ask that each agency think through the 
attached strategy as a next step. Each agency will evaluate its technology 
sourcing strategy so that cloud computing options are fully considered, con-
sistent with the Cloud First policy.
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APPENDIX 2:AGENCY RESOURCES FOR CWUDCOMPliTING

GENERAL

The ABCs of  Cloud Computing: A comprehensive cloud computing 
portal where agencies can get information on procurement, security, best 
practices, case studies and technical resources.(GSA I http://www.info.
apps.gov)

Cloud Computing  Migration Framework: A series of  technical white pa pers 
on cloud computing, including a decision-making framework, cost/business 
case considerations, service level agreement  provisions, information secu-
rity, a PaaS analysis and a survey of  market segments and cloud products 
categories. (MITRE I http:/ /www.mitre.org/work/info_tech/cloud_com-
puting/technical_papers/index.html)

Successfal Case Studies: A report which details 30 illustrative cloud compu ting case 
studies at the Federal, state and local government levels. (CIO Council I http://
www.info.apps.govIsites/default/files/StateOfCloudComputingReport FI-
NALv3_508.pdf)
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190 ANEXO ii

Cloud Computing  Definition:  Includes essential characteristics as well as 
service and deployment models.(NIST I http:/ /csrc.nist.gov/publications/
dra fts/800-145/Draft-SP-800-145_cloud-definition.pdf)

SECURITY

Centralized Cloud Computing Assessment and Authorization: The Fe deral Risk 
and Authorization Management Program (FedRAMP) has been esta blis-
hed to provide a standard, centralized approach to assessing and authorizing 
cloud computing services and products.FedRAMP will permit joint autho-
rizations and continuous  security monitoring  services for government and 
commercial cloud computing systems intended for multi-agency use.It will 
enable the govern ment to buy a cloud solution once, but use it many times.
(CIO Council I http:/I www.fedramp.gov)

Primer  on Cloud Computing Security: A white paper that seeks to clarify the 
variations of  cloud services and examine the current and near-term poten 
tial for Federal cloud computing from a cybersecurity perspective.(DHS I 
http:/I www.info.apps.govIsites/default/files/Cloud_Computing_Securi-
ty_Perspective. doc)

Privacy Recommendations  for  Cloud  Computing:   A  paper which highlights 
potential privacy risks agencies should consider as they migrate to cloud 
computing (CIO Council I http:/ /www.cio.gov/Documents/Privacy-Re 
commendations-Cloud-Computing-8-l9-201O.docx)

Guide for Applying the Risk Management Framework to Federal In formation Sys-
tems, A Security Life Cycle Approach (NIST I http:/Icsrc.nist. gov/publications/
nistpubs/800-37-revl/sp800-37-revl-final.pdf)

Guidelines on Security and Privacy in Public Cloud Computing: This
draft publication  provides an overview of  the security and privacy cha-
llenges pertinent to public cloud computing and points out considera-
tions organizations should take when outsourcing data, applications, and 
infrastructure to a public cloud environment (NIST I http://csrc.nist.gov/
publications/drafts/800-144/ Draft-SP-800-144_cloud-computing.pdf)

 Acquisition/Procurrement

Cloud Computing Procurement Assistance: Apps.gov is an online cloud 
computing (SaaS, IaaS, PaaS) storefront that encourages and enable the 
adoption of  cloud computing solutions across the Federal Government.
Apps.gov offers a comprehensive set of  business, infrastructure, productivity 
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and social media appli cations. It eliminates unnecessary research, analysis 
and redundant approvals, re quisitions and service level agreements across 
the government by providing agen cies a fast, easy way to buy the tools they 
need.(GSA I https:/Iapps.govI )

Standards

Federal Cloud ComputiDg Collaboration Page:The National Institu-
te of  Standards and Technology (NIST) has been designated by the Fede-
ral CIO to ac celerate the Federal Government’s secure adoption of  cloud 
computing by leading efforts to develop standards and guidelines in close 
consultation and collaboration with standards bodies, the private sector, and 
other stakeholders. This site provides an avenue for interested stakeholders 
to collaborate with NIST in developing in teroperability, portability and 
security standards, business and technical use cases, and a cloud computing 
reference architecture and taxonomy. (http:/ /collabo rate.nist.govItwiki-
cloud-computing/bin/viewICloudComputing/We bHome)

Technical Resources

CIO Counc:il Executive  Cloud ComputiDg Executive Steering  Com· 
mittee (CCESC): The  CCESC was established by the Federal CIO Council 
to provide strategic direction and oversight for the Federal Cloud Compu-
ting Ini tiative.Under the CCESC,there exists a Cloud Computing Advisory 
Couneiland multiple working groups that further enable the adoption of  
cloud computing across the government.(Chaired by USAID)

-CIO Council Cloud Computing Advisory Council (CCAC): The 
CCAC was established at the behest of  the CCESC to serve as a collaborati-
ve environment for se nior IT experts from across the Federal Government. 
CCAC members serve as agen cy resources best practices dissemination, 
consensus building for key Federal Cloud (Chaired by USAID)

-CIO Council Cloud Computing E-mail Working Group: The E-mail 
Working Group will be the source of  SaaS email information, solutions, 
and processes that foster adoption of  SaaS email across the Federal Gover-
nment.(Chaired  by DOl)

-CIO Council Cloud Computing Security Working Group: The Secu-
rity Wor king Group supports FedRAMP, a centralized cloud computing  
assessment and authorization body that can be leveraged by multiple agen-
cies.(Chaired by GSA)
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192 ANEXO ii

-CIO Council Cloud Computing Standards Working Group: The Standards 
Working Group willlead government-wide efforts to define cloud computing 
security, portability and interoperability standards, target Federal business 
and technical use cases, and a reference architecture.(Chaired by NIST)

Additional workgroups will be stood up by the CIO Council as the work 
of  the Federal Cloud Computing Initiative evolves.
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